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https://aws.amazon.com/jp/compliance/shared-responsibility-model/
https://aws.amazon.com/jp/compliance/shared-responsibility-model/
https://sysdig.jp/learn-cloud-native/cloud-security/compliance-governance/
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https://aws.amazon.com/jp/security-hub/
https://aws.amazon.com/jp/guardduty/
https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-cloud-introduction
https://azure.microsoft.com/en-us/services/defender-for-cloud/
https://cloud.google.com/security-command-center
https://cloud.google.com/security-command-center
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[1] Gartner, “Emerging Technologies: Future of Cloud-Native Security Operations,” Mark Wah, Charlie Winckless, 17 November 2021.
[2] Gartner, “Hype Cycle™ for Cloud Security, 2021,” Tom Croll, Jay Heiser, 27 July 2021
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https://sysdig.jp/learn-cloud-native/cloud-security/cloud-security-posture-management/
https://sysdig.jp/blog/cloud-security-posture-aws/
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o Cloud Activity Al Activity
SECURE Account > Region > Resource Category > Resource Type > Resource
Summary  Events
< Insi _—
3 nsights Triggered on Thu Feb 03 2022 at 5:29:56 PM | 5 days ago x
11:42:33 AM /A Creatic @ Delete Cluster - Sysdig AWS Best Practices
® High Severity Event ID: 16d0539cbaB5e129911df79d5d3c52ch

11:42:32 AM /A Azure
Policy & Triggered Rules /' Edit Policy
2= 845151661675
105423 AM o GCPC name Delete Cluster - Sysdig AWS Best Practices
ruleType AWS CloudTrail
10:5423 AM o Cloud!
ruleName Delete Cluster
us-east-2
us-east-1 A cluster has been deleted. (requesting user=jorge.maroto,
45822 AM O GCPC  requesting IP=cloudformation.amazonaws.com, AWS region=us-
ety east-2, cluster=AgentonekubeFargateV21rc-SysdigAgentCluste
. U . r-3d37z3WqUzxV)
4:56:22 AM o Cloudl
@. .. . . .. .. . Triggered Policies Expand Al
> MITRE
’ . 30822 AM o GCPC
> soc2
uuuuuuu 1
3:06:22 AM o Cloud! > aws
( 1J cloud
. 20218AM @  aws Consc
Scope
aws.accountld 845151661675
122913 AM /A Azure )
aws.ecs.cluster g g luster-jd3Zz3WquZ
XV
aws.eventld abf4e7f8-1a87-407-9c65-89b2351c26ch
1227:35 AM /A Azure
aws.region us-east-2
aws.requestld 0f6a6a8c-d619-4cd4-85cd-d53fdc929aad
aws.sourcelP  cloudformation.amazonaws.com
02/02/2022 aws.user jorge.maroto
Started resourceCategory Compute
15507PM @ aws Consc  ésourceType Amazon EC2 Container Service
Alba Ferri

aws.resourceType Amazon EC2 Container Service
Secure Team (C showing 217 of 217 events in last 334 hours

aws.resourceCategory Compute
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https://sysdig.jp/blog/bad-guys-openings-in-your-cloud/
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Identity and Access Management > AWS Policies

SECURE

Q searc
AWS Policy Account

100%
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https://sysdig.jp/blog/what-is-cloud-infrastructure-entitlements-management-ciem/
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https://sysdig.jp/blog/cnapp-cloud-security-sysdig/
https://sysdig.jp/products/secure/runtime-security/
https://sysdig.jp/blog/cve-2021-33909-sequoia-falco-linux-filesystem/
https://sysdig.jp/blog/vulnerability-assessment/
https://sysdig.jp/use-cases/network-security/
https://sysdig.jp/blog/nist-800-53-compliance/
https://sysdig.jp/products/secure/container-forensics/
https://sysdig.jp/blog/cnapp-cloud-security-sysdig/
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BEROTWVWBTETY, CNAPP(E. CSPMECWPPEIRA L TEOM S %R
HU. S5(CATINNRTTT REF 1T #EBEICEDENSZ R TE 2 0] et

APPLICATION

BenES, | ©

CNAPPHERSI BRI XY LT, BARERIA - I35 REF1Y CwppP

42— OB BT MEE B SRR TR 3TN EBNET. cNid. =

S THATINENGZ—EORA S NU1—S 3> LRI | 0
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° Eﬁ%} _7__'(777 I\(DZ:\:T’) Behavior

o J3UREFIIFRZAFv—EE (CSPM)

e laC (Infrastructure as Code)DAXFv>
* IFVMASISARSTF TIPS AER (CIEM) B3 : ER059REFIUTVUI1-Sa> BEHT T ROBIE

o IIHLLDIFIRT-I0-MRETSYNIA—-L (CWPP)

[3] Gartner, Inc., How to Protect Your Clouds with CSPM, CWPP, CNAPP, and CASB, 2021, Richard Bartley, 6 May 2021
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https://sysdig.com/learn-cloud-native/cloud-security/cloud-native-application-protection-platform-cnapp-fundamentals/
https://sysdig.com/learn-cloud-native/cloud-security/cloud-native-application-protection-platform-cnapp-fundamentals/
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https://aws.amazon.com/jp/cloudtrail/
https://cloud.google.com/audit-logs
https://docs.microsoft.com/en-us/azure/security/fundamentals/log-audit
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http://www.falco.org/
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https://www.youtube.com/watch?v=aCrht3HCh3E
https://www.youtube.com/watch?v=aCrht3HCh3E
https://www.youtube.com/watch?v=aCrht3HCh3E
https://sysdig.jp/company/free-trial-secure/
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