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e NIST 800-190. PCIREDIL —AD—=HCHFBI>TSA TV AF YY)

NBOT—T4ITPINEAFEDL AN, URS N A X—=SHJ(CIBTETEBHRAILAF R
3 —(CIBAU TRE SN E I, Sysdig SecureDAFv>MUS —%2{ESE, A A—SRICHDAETS
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Scan Results > docker.io/redis = 2.8.19 = 10/22/2018 S Addto List

sha256:990e1f57798f433364379cf2583702d843defb7630d8d1bb12dcdcéce3d91ddb o anned October 22,2018 8:04 AM Siz 46.16 MB

990e157798f433364379cf2583702d843defb7630d8d 1bb12dcdcoce3d91ddb Distro / Version debian /7 yers 18

@ July1,2020 404 PM

Summary © Download PDF
v Scan Policy
0S Vulnerabilties — S— 329
Summary ® 51 233 329
Default Audit Policy - NIST 800-190 FAILED STOPS WARNS VULs Non-0S Vulnerabilities 0
Default Configuration Policy - Dockerfle
DefaultPolicy Breakdown STOPS WARNS
v Default Audit Policy - NIST 800-190 0 84

vulnerabilities : package 0 51
Non-operating System

files : suid_or_guid_set 0 29

v Content

dockerfile : instruction 0 3
Gem

dockerfile : effective_user 0 1
Npm
Python v Default Configuration Policy - Dockerfile Best Practices 0 4
Files dockerfile - instruction 0 3
Java dockerfile : effective_user 0 1
Operating System v DefaultPolicy 51 145

vulnerabilities : package 51 143

dockerfile : instruction 0 1

dockerfile : effective_user 0 1
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https://aws.amazon.com/codepipeline/
https://sysdig.com/blog/docker-scanning-jenkins/
https://sysdig.com/blog/bamboo-sysdig-secure/
https://sysdig.com/blog/gitlab-ci-cd-image-scanning/
https://circleci.com/
https://tekton.dev/
https://github.com/sysdiglabs/secure-inline-scan
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Amazon ECRIF. BVWEZEM. KM, EFEMEMA IR — REEDAWS DockerlL AN
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NR—K~Docker )RS MEHR— MU FEDI-HY—Fe(FAmazon EC24 AT ANURT KA
AX=J(CTHERTERLICUFET , BIFEE(E. Docker CLIZERALT. 1 X—>0Fv>a, T,
BILUEBZITIENTEET,
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@ (E E@ﬂ EC2ETIVFHHER @

Ama_znn Elas_ti( % [ 2 {D‘:}
Container Registry . FIUT—33YDES Ve ar)i=ti]
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SysdighViENN T ke
Sysdig Secure®MIA>TFA A= ZAFv>(E. Docker v2IFEDL S A NIIARTEYR-MUT
WE9, ZNIC(E. CoreOS Quay. Amazon ECR. DockerHub Private Registries. Google

Container Registry. Google Cloud Artifact Registry. JFrog Artifactory. Microsoft ACR.
SUSE Portus. VMware HarborRENEFNET,

AT SATIA

AWS_ ETYA1I0Y—ERZRITI BRI - T34 XA E1-FT1 2 JIRIE(G. HEE N3
BEERETOT7IVT -3 —ER BLURMETEZ R I - -TEBRINTLET . 2O
[EABRBREBEOTF1)T1=HIHUST B tF1VTARUS —(CEML TS AT LR ZAF 7>
JeHDIFEN RS ENNETT,

AWSH R BHRE

AWS Configld. AWSDY - DR DM, BT, BLUBEZDIEECI DY -EXATY, i
&0, AWSUY —20Y —E 2 MRk Z e (CES1R. SCERU. SeERSNTABRE B E UL B E DFT
iz EEMETEET, £le. CNUCED. IV TFATORER. tX1VT4 D BEEE, LU
BALEONINS1-FT1 ) %ERIETEET,

Sysdigh“iEIN 9 BH%HE

Sysdig(d. NISTXOPCIREDIEEE(CIFIEUIEIS T34 THADINEARDI S T54 7> ZAHERUE
9, BANLFUVERECERLL TOBERMREE TERLE AT/ 72 A %KR T2 HDHR
VDRATYITT, LD AT AT ABHECNTEDDTRHDER A 12T FH T2
AT RAIRBOEHNDD, SESFLRA D NCEMEITDHENDDFET . CNITRDBEDON
SFENEY,

e AWS., Docker. Kubernetes®CIS (Center for Internet Security) ">FI—I%(ERAL
T I39R, AT F AV ITZANSIF v —DEF IVTARZNT 974 ACBSLEDE TF 1Y
DeBE

o BILREFC, AT FAA=SDAFr>RUS —ZNIST 800-190. PCl, HIPAATREDIRAE(CXS
RS carstita

o EITHE5(C(E. MITRE ATT&CKDISRINETL — AT — %R G (CAREN I BIesh DR S —
P BAEBOITSA T A% FI9I I DIDDORIS —2ERITIE,

o IDFFRIBICHIIZHSWIEEZEFT IS L (CNUF. SOC2, PCI. ISO, HIPAADRE
FICEENTVETY)

SysdigTl&, VT34 T7> Ay 1R~ ReERL CES 2R TEFI . 1V IFANIFr—TE
NBIAED., Sysdigld. AWS FoundationR>FX—7. KubernetesX>FY—4. Docker CISA>
FI-IREMFEDRAN, T2YRNTA—L AT FHCEITZI T34 T AFIvI%2ETUED,
FIz. Sysdigld. RUS—BRZIEIE T 2IedDHA1F VA% IRTUET . TNICKD., RE_LDORIRE
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/ o \ . AWSHSYRETSFHOLEHD | 19
/ N) sysdig | mmnneravz


https://sysdig.jp/blog/aws-ecr-scanning/

BENCHMARKS

Results > Docker Benchmark - Everywhere

0 73 Completedon  Sep 3,2020-11:00 am Result Schema  Docker Security Benchmark
Fail Pass Host Mac 02:5f:1f:ca:3b:0c Host Name ip-10-0-0-116
© 42  Ensurethat containers use trusted base images
1. Host Configuration
© 43  Ensure unnecessary packages are not installed in the container
2. Docker daemon configuration

© 4.4  Ensureimages are scanned and rebuilt to include security patches

3. Docker d figuration fil
ocker daemon contiguration fries 45 @ Ensure Content trust for Docker is enabled

4. Container Images and Build File 46 @ Ensure HEALTHCHECK instructions have been added to the container image
Images w/o HEALTHCHECK:
- [sysdig/agent:latest]
- [wordpress:php7.1-apache]

5. Container Runtime

6. Docker Security Operations - [amazon/amazon-ecs-agent :latest]
- [nestorsalceda/recurling:latest]
7. Docker Swarm Configuration - [bencer/hash-browns:metrics-1]

- [bencer/example-voting-app-voter:8.2]

4.7 Ensure update instructions are not use alone in the Dockerfile

Update instructions found:

- [sysdig/agent:latest]

- [wordpress:php7.1-apache]

- [nestorsalceda/recurling:latest]
- [bencer/hash-browns:metrics-1]

Sysdig Secureld, I>FTFAX=DTF 1714, NIST SP 800-190. PCI DSS. Dockerfilei2d
DIVT ATV ADAZANT 5974 A% HRET BIeHDY — IV EIRHUE T, Sysdig Secure®1>F
FAR=S2F VRS —ZERITBET. I3V ROIS T AT RHARFEU IRDEIBARINTS
DT XA A=A TERETEET,

o AA—SHAZDOHIIE
o GPLV2314t>A0T3vIVRAME
o IDFF(HMEFETERR-ZAA—S%ERL. BHEBR)WI—S0OIHEERITZLICITD

Sysdigl&. NIST SP 800-190. PCI DSS. CISR>FY¥ -4, HIPAA. GDPR. £z(EMITRE
ATT&CKIL—AT-IREDEFERTFIVTAFEZRITOTF VTR —(CEHT DL
T, RITBOI T4 7O AR 2R UE T, /2. Sysdigld. EAZOI>TFOESH %D
U, ETEFORUIMZEIBUE Y, &5(C. Sysdigld. AT LA LETETEN3H5W3IV R

(docker exectPoc attachRE, IRAM EBLMERDI>FTFABBOME 5 TEITEINDED) %
FIFAT 3N, FlzldKubernetes APIZFIFI22ET. BMETREER (Secret)Y—ZAND7IT
A0, RKAERI - —-(CLBVITIANREDER) #FKIRLET,

FIRBIVAD /T4 hIVRCVEN RHENEIEE.  BECESNTEDEEVRIICE5ENTV
BN I TEE T, L\ T EZ R I3 - EAPERZESTF - A2 RIFETEEI, [
FBELTINT-2300A-F—(& Y—ER B A 7TVT—2a>REDKubernetesEfz(3735%
ROAIT —H%ERUTHEIN, A A-JEHEEMZRRT DHICTT— MYEESINET,
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https://sysdig.jp/products/secure/cloud-and-container-compliance/ 

Runtime

Deployments and Pods v Image Overview Currently viewing results from: 2:00 pm - 3:00 pm
Entire Infrastructure _I 07
0, 0, 0,
s adnission 37%  57.0% 39.3% E— 0/
o Unscanned B Faied B Passed
> cloud-connector
> crypto-mining-demo Q
> example-go-app
Image Status  Registry Image Name Tag Running Containers ~ Last Evaluated At
> examplejava-app
Unscanned 602401143452 dkr.ecr.us-east-. amazon-k8s-cni v1.54 2 Never
> example-voting-app
Unscanned 602401143452 dkr.ecr.us-east-. eks/coredns v131 2 Never
> exporters-test
Unscanned ~ dockerio n-ecs-agent latest 1 Never
> grafana-sysdig
Unscanned  dockerio 116.0 4 Never
> istio-bookinfo
N B D Failed docker.io bencer/example-voting-app-voter 02 1 2 days ago
> istio-flasknginx
© Failed docker.io bencer/hash-browns metrics-1 1 7 days ago
> istio-system
O Failed dockerio cassandra 20.16 1 7 days ago
> jenkins
© Failed dockerio istio/citadel 150 1 7 days ago
kube-system
© Failed dockerio istio/examples-bookinfo-detailsvl ~ 1.15.0 1 7 days ago
monitoring
O Failed dockerio istio/examples-bookinfo-productpa..  1.15.0 1 7 days ago
ginx-crashloop
© Failed dockerio istio/examples-bookinfo-ratingsvi 1150 1 7 days ago
© Failed dockerio istio/galley 150 1 7 days ago
© Failed dockerio istio/mixer 150 2 7 days ago
> sock-shop
© Failed dockerio istio/pilot 150 1 7 days ago
suspicious-network-tool
© Failed docker.io istio/proxyv2 150 15 7 days ago
> sysdig-admission-controller
© Failed dockerio istio/sidecar_injector 150 1 7 days ago

> sysdig-agent

Y MNI-JtF1YUF4

7TV =330 TF OIS RANDIEIT(E. TF1IUTAETIEREIZTOMNFERDFT , Z<0D
DI RF— Al FHEEREBORY NI =L TH, 1-Y -SRI ERIZREST A BRI 20N
ANTO-FEFEALTVETD,

RYRNT=H%EI A Mt Pai., HIHET2HEE(E. TOMAMIETEERFIHEIRA > NTHD,
I>FHoKubernetesIRIBICHVWTEDI R B EF1UT1Z2KIRIBHDICEFT FI AT REE
DEROTVET,

WEIRY—ILHRIFN(E DevOpsF—AlFI>FHEENETTVr -3 EDLIITEIEL TLY
IHEFESE I BDICEF I BLICRD, A-T>RyNI—IRUS —2FAUEBEEH DAz Bk
FEIBEMEN®DET . KubernetesTEO NS A MRY NI -t 17T )V R BRI 3. 7
T—2a QN EDSSIERETNTVSH ZEEISRITNIERE T,

AWSH IR SHHE

AWS_ EOI>FFRITZ TV —2a (L@ E . V5 AF—-NTRITSNTOSBOY —E X, 44230
AWSISY R —EZAD T2 NBELET , AWSIE. $FEDEC2EF1YF 14— TREKSYS
2H—TEITHDPod(CEIZEZINY TRZET. KubernetesD4y NI =tz 1UF (T ELTWE
g-o

Pod@li0OtF1U747)—T1E RYNI—ItF1VT1OBHENERZ T TV -3 2 H B0
E1—-h&R ETEITIBET. RYNI—IF1UFT4OI TFA T A% EIRUET,

RYRI—=F1UF4 DI —IUFEC2EF 1T 1IN - TR TEZEL. Kubernetest1 74T APIE{E
F9277U7—23>0OPodIHE LUPode AMEBDBI TOAWSH —EX NS I4wH(CERATEE Y, C
O7TO-FTlE AWStF1UT1 I —TRIS—%@8U CGERICRE T 25058 Y -V = BFIFET3
CECED, RYND =LAV =R LAV —TEF 1T 12 =R TEFT,
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https://aws.amazon.com/blogs/containers/introducing-security-groups-for-pods/

SysdighViE N9 SH4HEE

KubernetesD3w D=2 — (&, I5AA—ROXY NI =I5 T1v )7 HIFHIL. Ry hD—
DEFINT1ERIRIZLDDRATAT ATV 2 BHUET . K174 1> bO-IL T
Kubernetesh' 2y NDO—IDIA(I0C I A>T -3 % REIT Bled. LOEBEN/NTA-IVZ.
E5EM%. BLUTF VT ZBIRTEEL T, UNU. Kubernetes®ry ~NJD—IRDS —(F, EHR
7TV —23>05N#E Kubernetes DB PIANEN RV EREN R EE THDEVWSRENHDFET
Sysdigz{FE>E. CNBDFEEEZEINBRE, KubernetesDHIEICLZEONSA MY NI—ItF11)
TADRENLDFHE(ATZZLICRDET,

Sysdig Secureld. 27 A0—-)UICBEF 3R R4 ZIBU T, EKS Pod. Y—ER, 7JUs—>3>0
FRTORYNT =I5 T190% BEIFIAREILE T . T—H(EKubernetesD 1> TF AR INILT
BEIHICHT{FFEN. Kubernetesky NI - —%REIBROIIARII> A= fER{ET
BIHIfEREINET,

BHRNROS - (CED, FTVT -3 —EZABDIARTORY NI —@ERTHIEU.
FEDRRIFZTONSI1vII0-O RIS HMTZZEICRDET , COEHRES > TIRUIT
FIFIBIET, AT % BERAL. EFASFRIEETOVI 931y NI —-IRUS — %D
ADTENTEET, Sysdigld. Kubernetes75 A4 — (RS —% @A T B eb{FERATETEYAML
T4V BBICERLET
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https://kubernetes.io/docs/concepts/services-networking/network-policies/

Cluster is demo-kube-aws
¥ Service v

example-java-app-cassandra

example-jave-app-javaapp

example-java-app-mongo

example;java-app-redis

Network Security Policies E3

Namespace s examplejava-app
ngress  Egress  Generated Policy  Topology
@ Below you see the network for I PP by ... Learn more
G INCLUSTERENTITIES  General egress rules X1V
Allow  CLIENT SIDE SERVER SIDE BLOCK all egress
Client process name  Namespace Nap ALLOWallegress inside namespace Pod controller abels

ALLOW all egress:
apg

app kubemetes.io/name=examplejay

Deployment: example-java-app-cassandra
plov plejovespp app kubernetes io/instance=example

///I/

app.kubernetes.io/

Deployment: le-java-app-
eployment; examplesavarappmongo 0L T

app.kuberetes.o

Deployment: example-java-app-redi 2bb kubemetes ofinstan

Ingress  Egress  Generated Policy  Topology
G UNRESOLVED IPs

Network Policy Name: | generated-network-policy @ Download Policy

apiVersion: networking.k8s.io/v1
2 kind: NetworkPolicy

3 metadata:
na ted-network-policy
na ple-java-app
spec:
ingres:
- fro

@ 541:11pm-841:11pm Last 3 hours 34 124 1D 3D 7D

35(Z. Sysdig Secureld. INTDIERL . 1B AEIL TV TOCAD T H - MeVERL
TEET, CDAudit TapBEICED. 77T RF—AIF. INNEZSDITFA N T LRICERELD
D, EHHANRULAINTRYND =7 071 ET 1 AR TERLITIRDET . NISTAPCIREDARHI
#2RIEEG. COMEERRY NI DI AT —2a A EDE TERT32ET, 10T54
VORABMEmIZT CENAIREEIRDE T,

SysdigZEAL T, D217/ ([CLHTHBREINTA—T> TIEEA-207T0—-F(CEDIED
RSZARRYRND—0tF1)F71%2RIR I 5L, Kubernetesh' il fil D&M T 2LI(CHR B8, /U
TA=XA, 258N, BLUEF YT OB EZ2ERIRTEL T, CNICED, PRIE (man-in-the-
middle) (C&Z58HIDAFEANARE(ICRDET , Sysdigld. Kubernetes®E P& EEIFZR0)
F= AU TEMNT VA T =TJ11 A%, [H—-RL=)L1Z2BE#EIBET. AWSI—
Y-z EfIL. Ry RNI—=ItF 171 DURIZKBUET .

TP NESEER (FIM)

TPV BEHERE HEEOSVWITIVCBEHET IR TDTIT/ET1ZeIELET . 77
THETHBEHIWETHSD . TEHOEREEITHINCEDST . FIME, EERSIRT
LI7Ab TALITNDRE A RIEBEBZARF S DIDIfEAENET,
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Sysdig SecureTld. S FEDI7AIEEZZFT LT, Cl/CDINA T RDA XA—S ZFv >R
S—DO—ERELTENSHIBHIADTENTEF T, TNUITELD. FIMARUS —hpSEzesnangs. B
BRICE) RzthIE TEF T, TP BEMERRIS —T(E ROZENTIEETT .

o IJPAIVIMFETIN, FRBEFELRVNEZFIVIL. ZORMHICEIVWTESZRITI ST
&

o BTEDITAINEZDSHA256)\WS1EBEUTIRIET B32E, 1T FARDNAFICEEHN
ZBNIEBE. FBHUL. SBEMICBRRBREDELTITIEII TR,

o IPADN-2Y2 3V ZIRFET DL, ek Z(EL TP VDT RAULRVMSFRICSEITR] BEE Y Mads
DIBE. 75— MeFITTEET,

o IEMRKRBICEIVTIrMIIEZFIVITEIL.
o IDTIVERAL. NN/ D— ROIL T2 Sv I OIFERITRVDNEINTANT L,

Files Attribute match Checksum: 275a021bbfb6489e54d471899f7db9d1663fc695ec2fe2a2c4538aabf651fdOf; Check.. Stop X

Checksum (optional) 275a021bbfb6489e54d4718,

Checksum algorithm sha256
(optional)

Checksum match (optional)

Filename Jeicar.com.txt
Mode (optional)

Mode op (optional)

Skip missing (optional) true

Fes TPANS AT AICH T BERENDUVEE (CEE I BIFIMARYS —ZRITHRICERIHIEHTE
F9, WARBTFIITRHIZRIEI DD —IELTESDINE, —fRBIR T (I BE1EES
ROFTYIMEREL TR IROEONEFBNET .

o J7ANEREFT LI N)OVERLEIZITHIBR

o JPANERETLINDZRIOEE

o N\=Zy2ay A—F—3vT MEBEDTTANFBTALINOEF1IT(EREDZEE
o IDFFDITAICK I IZEE

o T FONADT(CHDITFAINDZEEE

o bashFEFEDHIBR

Sysdig 7Sy hIA—AlF. BERLMR—-MAEMTILITE CF1ITANIFI-V2—EDTE
FIUTAANIRESYS IR— RICEHLFT . TNUCKD. AEBSIUINEBDI> TF1 7 AEEE
F-LARF. BHOTFIUTARRZDHL. /- 0EREZTGRICEIRAEL. TS5 7 RIK
MUOWTEERA VYA MBEIENTEEXT .. TNICED. IROIENBIRELBDFET

o REOTFIVTHRNZBEVER O RELLE T DL,
o TIVT—aYERIBEAROURIETDS T4 T ADIKREACIET 2L,

/ o \ . AWSHSYRETSFHOLEHD | 24
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o TFATLAFIYINHEESNIRIS —% FELIHGECESZH I L,
o AWSIZTFHISRI—2RDIBR NI MARIN T L.

Docker Compliance Report @ ¥ @ AddPanel :

Team Scope  + hosthostName in Edit Scope

Benchmark Score Benchmark Score Over Time

1.354 T

+0.06 compared to 1 day ago

Overall Pass % Pass % Over Time

7212~

-0.11 compared to 1 day ago

Pass % By Section Pass % By Section Over Time

docker-bench.1 host: pass_pct 100 Jul1,400:00PM  value
2 daz pass_pct 3 - - ——  avg(avg(compliance docke,

docker-bench.4. g id-build-file.pass_pct

compliance.docker-bench.6.docker-security-operations pass_pct
AR HETER =

@® 4:00am-4:00pm Last 12 hours (10 minute intervals) UTC  10M 1H 6H 12H 1D 2W « O Live

391 htF¥1Y51

317 1BEfR

AWSDISIREDDTFH—ERDEERECFIVT(OM A ICEA T BRI R AR I DL b
SRATA= A=AV INSEBDCMBEERDEY , e ZE TFIVTAF LR JITPRAZ
P -EZIEE (DoS) WMEN AFED/NTA—IYZARANIRCEF2ERERMRECLOTS
SICFHRICERBATE RN EIN ERI DB N HDET

EBIC, ERAMIREE. &/)\OWERET7IEAN =223 TP IVT -2 3> Z B I 3L T, URY
HERITDRENDDET . FKFC, D-I0— ROBEZERZRU TEEREWFZIRL. Cl/CDPL
SZNZF 7S THREANTTERN OB EZ T 0YIF 3T 591 LK — % ER T TE3 L5
(CTBRELBDET .

BRIDIRA]

Sysdig(d&. CNCF FalcodOZ 17 MDA—-T >V —-2RENI > S % ERITHET RAMIYTF
LTOERERTIT(ET1ZRITRFCEERUE T, /2. AWS CloudTraild0%4 12, Kubernetest®
EKSNA—I RS —ERZERIEDA-T AN =23 LA T —DBD 771 ET1ZEDAATL
ET. #N5ZEERTEFT,
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Runtime Policies > Create/Modify Configmap With Private Credentials (Copy) Cancel

Create/Modify Configmap With ... x

Name Create/Modify Configmap With Private Credentials (Copy) i

Description Detect creating/modifying a configmap containing a private credential (aws key, password, etc.) Updated 16 days ago

- rule: Create/Modify Configmap With Private Sysdig

Severity ® High

Scope Custom Scope

Rules B import from Library € New Rule tags: Kgs

Name Published By

Create/Modify Configmap With Private Credentials Sysdig 08.2

Actions
Containers (@ Nothing(notify only) Kill Stop Pause

Capture

EKSH5MKubernetest—/{—APIA AR MOERDIAFHI DWTOFEM(E. 55 12 &0,

Cl/CDTOTRHPAWS Elastic Container Registry'51> 7% —E 2+ v> 9 33T+
TlEHDFERE A BIFIOYVI NI 7 ORESE M F RSN I N WOhDF1)F1 BRI 2D
& E. ETRCOHEEILTZEDTY ., CNICIRODEDNSENET .

o POFAMESSE. B#YINIIVEROIENTUYIRkES5 14
o YINIIZONJICLBREREMETUY - ADIFE
o NEPTOHERFIBOMA . FEFEREN/HBIHATNIILITT

FIAW DRI —(CHNZ . 200 LD - EEENTED, BHICEDEILEF1IT1DHR
I ZVEEEREZRIL TEE T, Sysdig SecureDRUS—%{FHT B, Fargate. ECS. EKSRED
AWSISI RO T FHY-ERCT I 2B RZIRH T DHDT A1 LAtrF1)T1 %2 GEICERET
EFY, CNILPRDEDNEENF T

o IFFOIRBNIT TS5 T AREE(CHIEUREI T T4 LOtF 1T —, NIST SP
800-190. PCI. CIS, #/z(EMITRE ATT&CKIL—LT—4

o BRULEFERIDTIHREDI I AALMRA : JVTIAZ) #MERE, 17 RahER.
STFIIINL—TAK

o FHAIRHRITOTRT7IT1ET1. PONIY RIER:. RS> DY 3> 0tt+1)T/(E548

o AWSYZI RS —EXLEDEENDULW\TIT1ET1Z4FTE I B CloudTrail iR ENIL—IL
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https://github.com/sysdiglabs/ekscloudwatch

Rules Library

Q
Rules Published By
AlIK8s Audit Events Sysdig 0.7.5
Anonymous Request Allowed Sysdig 0.7.5
Apache writing to non allowed directory Secure Ul
Attach to cluster-admin Role Sysdig 0.7.5
Attach/Exec Pod Sysdig 0.7.5
Blacklist commands Secure Ul
Change thread namespace Sysdig 0.7.5
Change thread namespace (WP) Secure Ul
Clear Log Activities Sysdig 0.7.5
ClusterRole With Pod Exec Created Sysdig 0.7.5
ClusterRole With Wildcard Created Sysdig 0.7.5
ClusterRole With Write Privileges Created Sysdig 0.7.5
Contact cloud metadata service from container Sysdig 0.7.5
Contact EC2 Instance Metadata Service From Container Sysdig 0.7.5
Contact K8S API Server From Container Sysdig 07.5
Container Drift Detected (chmod) Sysdig 0.7.5
Container Drift Detected (open+create) Sysdig 0.7.5

Last Updated
9 days ago
9 days ago
an hour ago
9 days ago
9 days ago
an hour ago
9 days ago
an hour ago
9 days ago
9 days ago
9 days ago
9 days ago
9 days ago
9 days ago
9 days ago
9 days ago

9 days ago

© Add Rule

Tags
k8s

PCI.DSS 658 | k8s |PClI |NIST | NIST.
filesystem

k8s

k8s

filesystem

process | mitre_lateral_ movement PGl | m
process

mitre_defense_evasion  file | PCI | PCLDS!
k8s PCI  PCIL10.2

k8s PCl  PC102

k8s PCI  PCIL102

container | [mitre_discovery| network
container aws  mitre_discovery  network

container  k8s  NIST  NIST_342  mitr

A—T>YV—ZDOFalco R AUILRATRERRIS —TI > L LD, ERABLUTFIVT(F—A
& EZ27IWA>A—T14 2% 8B TIRBE OIL— )L DO RIIA ZAEREBU T BAICEIRED
HNRDS —ZABERTEFT, 1712V - AETBEHESNZFalco)l—)L(E. Cloud Native

Security HubZiBU THIFRIBET T,

Runtime Policies > Add Policy > Import from Rules Library

Q
Rules Published By
AllKes Audit Events. Sysdig 0.82
Anonymous Request Allowed Sysdig 0.8.2
Apache writing to non allowed directory Secure Ul
Attach to cluster-admin Role Sysdig 0.82
Attach/Exec Pod Sysdig 0.82
Blackiist commands Secure Ul
Change thread namespace Sysdig 0.82
Change thread namespace (WP) Secure Ul
Clear Log Activities Sysdig 0.8.2
ClustarRole With Pod Exec Created Sysdig 0.82

I LAA=2TOTr )T

Last Updated

16 days ago

16 days ago

5 days ago

16 days ago

16 days ago

5 days ago

16 days ago

5 days ago

16 days ago

16 days ago

Cancel

Ta Contact EC2 Instance Metadata Ser...
| X Faleo

Updated 16 days ago

- rule: Contact EC2 Instance Metadata Service Sysdig
From Container

condit outbound and fd.sip="169.254.169.254" and

r and not ec2_metadat ainers
output: Outbound connection to EC2 instance metadata
service (command=%proc.cmdline connection=%fd.name
%container.info
image=%container.image.repository:%container.image.t
] ag)
description: Detect attempts to contact the EC2

Instance Metadata Service from a container

| tags: container, aws, mitre_discovery, network

ARUEIRIBICHBIT D91 LzF 1UT 1 DIEERMFFOEIBZ 8 I B128(C. Sysdig Secureld
I A XR=TOTPAV BB U TVET . A X=2TOT7A) ) (F DT F 3294 LDE
EzBENCETIVE. D, FBI2IET. BIENRISTFTIO94LTOI7AIVEVERU.
BEIMSRYS —ZBERUE T, INICE ECS. EKS, I3 RINNRBEDSEEERAIT — 5%
{F>TENSEVYFALLDD. kube-apiserver® 7571 ET4 PRI AT AD-IED I BRENEF
NEI. CO7TO-FICELD, HFB(LLPERBEIRMZEIEL. BRMEIET 2HIICENSZT

OYJTERLIIRDET

y \\: sysdig
/ //I / ;
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https://securityhub.dev/
https://securityhub.dev/

Image Profiles

Q High Confidence B Confidence Levels
Status  Image Network ; .
i quay.io/coreos/addon-resiz... : x
° k8s.gcrio/cluster-proportional-autoscaler-amd64:1.1.2-12 T oD i $
) k8s.gorio/prometheus-to-sdv0.5.0 umm v Network EEE High
° quay.o/coreos/addon-resizer:1.0 1] TCP IN Ports Low
@ TCP OUT Ports EEE High
© mysql5.7 (111 L 9
UDP IN Ports Low
° qua backend:3.2.0.5799-nginx T
UDP OUT Ports Low
) dockerio/library/mysql:5.7. T
v Process HEEE High
° k8s.gcrio/kube-controller-manager:v1.15.0 T
Processes detected EEE High
(] k8s.ger.io/kube-schedulerv1.15.0. L1}
v File System (read only) EEE High
° registry.ng.bluemix kub dashboard-amd64:v1.10.1 =mm
Files Read EEE High
[T
° k8s.gerio/coredns:1.3.1 e EEE Hoh
) quay.o/coreos/kube-state-metricsv1.3.1 T . EEE Hgh
© mysql:5.7. (L1 Directories ReadWrite EEE High
© traefikmaroilles; (T1] > System Calls Low

o registry.ng.bluemix net/armada-master/keepalived-watcher:169 T Create Policy From Profiles

Kubernetes®%A 747 1> M-IV LD B EITER

Sysdigld. Pod Security Policies (PSP) 72EMKubernetes®®1 747 1> ~O—ILZERLT
BRI LELEY . Kubernetes Policy Advisorld. PSPOARZ BENEL. BARICARET 21T
Stz BRBFHC T VT -2 2RI B EHDFER AL CNICLD, I-H—(FARBIRIECHV
TAUEN DB B (CPSPZERFATERLICIRNF T, £fe. PSPI&. IRAREDIARTOD7I23> %4>
A—TTNURBEFNERSBVI-J 1Y MIERD, NTA XD RCREZS X TICBRZLES
%KubernetesDAA 747 1> M-I AN LEIRELET,

Sysdig SecureT(d. PSPO& S Kubernetes A 747 1> M-I > TA—AX> NMIERLT
W&, SysdigDT>914 At 1) T HEEEICRE I 255(E. JO4 522 Pod Security Policies in
production with Sysdig’s Kubernetes Policy Advisor (SysdigdKubernetes Policy Advisor
EEO I ATIRIETOPodEF 1UT(RUS —) J&RTELIZEW,
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https://sysdig.jp/products/secure/runtime-security/
https://www.linkedin.com/pulse/sysdig-kubernetes-policy-advisor%25E3%2582%2592%25E7%2594%25A8%25E3%2581%2584%25E3%2581%25A6%25E6%259C%25AC%25E7%2595%25AA%25E7%2592%25B0%25E5%25A2%2583%25E3%2581%25A7pod-security-takao-shimizu/?trackingId=%2FAvUmDrVTn2gqtBI17txJw%3D%3D
https://www.linkedin.com/pulse/sysdig-kubernetes-policy-advisor%25E3%2582%2592%25E7%2594%25A8%25E3%2581%2584%25E3%2581%25A6%25E6%259C%25AC%25E7%2595%25AA%25E7%2592%25B0%25E5%25A2%2583%25E3%2581%25A7pod-security-takao-shimizu/?trackingId=%2FAvUmDrVTn2gqtBI17txJw%3D%3D
https://www.linkedin.com/pulse/sysdig-kubernetes-policy-advisor%25E3%2582%2592%25E7%2594%25A8%25E3%2581%2584%25E3%2581%25A6%25E6%259C%25AC%25E7%2595%25AA%25E7%2592%25B0%25E5%25A2%2583%25E3%2581%25A7pod-security-takao-shimizu/?trackingId=%2FAvUmDrVTn2gqtBI17txJw%3D%3D

Import: PSP Policy Deployment YAML Q (® Stop Simulation

kubernetes.namespace.name 8:15:09 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
agent.tag. and kuberr cluster. kub and nary e=kub...
apiVersion: policy/vibetal
kind: PodSecurityPolicy 81509 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
metadata: agent.tag and cluster o-kube-eks and name=exa
creationTimestamp: null
name: nginx-psp 81509 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
spec agent.tag. and kubernetescluster. kube-aws and nar name=exa...
privileged: false
fsGroup 81509 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
rule: RunAsAny agent.tag. and cluster. kub and le=exa...
runAsUser:
rule: MustRunASNonRoot 81507 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
) gent.tag and kub and e=kub...
seLinux:
rule: RunAsAny . . . -
supplementalGroups: 815:07 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
agent tag. and kuberr cluster. kubs and nar e=exa...
rule: RunAsAny
81507 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
agent.tag and cluster kuby and =)
81507 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
agent tag. and kubernetes.cluster. o-kube-gke and kubernetes.namespace.name=sysd.
81507 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
£ agenttag and cluster \o-kube-eks and name=exa
81507 AM © PSP psim_134 Violation (runAsUser=MustRunAsNonRoot) System Activity
gent tag. and kube and name=exa...
@® 7:15:10am-8:15:10 am Last 1 hour 0M 1H 6H 24H 2w « @ ( Live )

Sysdig SecureZFIFAI B LT, BARABLUCFIVTAF - A TFOTFIUTRIS —VERK
DEIBRZERRLU. RORYND T TERETWREZLDFFMICEIRTERLSICRB . iBAMEE
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AWSHS5Y RDEFIUFARAFv— S

Sysdigh'E UL BRUICET2RETE. 75UR D-J0-R, I>7F2—nEEIBILT. &
FIVFBREORETEAINZ —MHNBFETHD ST INA—T A NEEDIRINE 3572 T
R(ATABIINRBBENRENTVET

BROERRZISIVRSLUVIDTTFROEFT VTV 2ERAT L. tF1)TERNEM
([CIRDFET, BERS. REZTRIIERUREZR IS AT AZIABMNCI BI2H(C(E. BRRD
T3V -ADHEEEEF I ZFE TITONENHBINS T, Sysdigld. 1>TFPKubernetes
DF1UT#EEZSDI5URT-I0-RREE. CSPM (Cloud Security Posture
Management) B&UISYRBRARAIZ1DDT5Y N IA—-ATHAEDETURHELET,

13T RO LA %8~ VRIN=ZADA > P4 MBI BIET, SysdiglFAWSI5D
RE—ERPI> T FHIHI BB RLOARIS 2 BUE RN S &S CAEMELE T . 75D REFEF —
LlF WBENECHSRAZBIEUN, ZUTRIBENZEEN S SFRCED & ATy T Z EFE(C
EIETEET,

559 kPt R4 AN —

7379 REEFIZFROH K2R T TICEIEL. APIOZEOMDIRTH72iBU TAWSIRIR (CHEGTHY
(CVY-ZANBIBEN 3. EOEENRRICRBE /L TVBIDERBIENBETT , AWS
RIBRKRCEF1)T(ZBEAIBICE. INSIRTOT =Y = ANEDLIITHEFUXTEFEL TS
MOOWTDA>TUZIDRZED BEDVAN (AORYN) PRZEERDFET.

AWSDT TV —2a2(3, BE. FFEOHEEZERITI 2EHOT -EXNSHERMEN. APIZEU
T7JERAIEET Y, BY—LACF. ATZ1IRARNT X490 LR TF=HIR=Z, SSNTYh,
ZOMMDURT NIPYY —ZRE, I35 RERIBROADYY — ZNOIEGNMFIELET

(FEALEDEFEDHETE. INBOVY—-R ENSOBMR. BIUBRRENTE I dIC. FIFE
(C£B7T0-FBALTVET G ICHLAHE\ I BRI TOF B ER(JILRIEN BV
b, INBO7YMZDOEMEDVAN (A12RVN) ZERRU. IBEFT BT DEEMET —EXN
WHEERDFET

AWSHRHHFTEED

AWS Application Discovery Servicesld. A2 TLZAH—/){—P0Z0OMOI5T Ry MBI S
{ERRIRRERTET — % INELE T, CNIFAWS Migration Hub&EREESNTHD., FTLLV 7Y
M E LDz REZE U CGRIBCADIADERIC. NS0 70y hMENE(CIFETEET,
Application Discovery ServicesDAPIZ{ERT 3L, 1—H—(F&EIENZIRTOH - /-0
AT LNTA—X D AERRT AT I TEET,

Application Discovery ServiceDAPIZER T3¢ ARIUIEH —N—-DS AT LN TA-XVRE
EREOT —HZIIAR-ITEET, COT—HZIZXPETIVICATITEE AWSTINSDY —
N—%FEITIZIANETETEFT, S50 H-—N-RIICFEI DRV NI —ViERRICET 27 -4
ZIVZAR—RTEFT, COBIIE. H—N\—BORYNI—IDMFREFZRZREL. BITETEOR

/ o \'_ . AWSHSYRETSFHOLEHD | 30
/ &.) sysdig | msnntrivzs



DICENSZT TV T3 IW—TIE T 2D EFT .

SysdighViE N9 DH46E

D39 REF VT4 F— Al SysdigZzfERALT. AWSYSTURRIBEATERITINTVSES AT A,
TV —23> H—ER Z9VF M BEAREIL. TFIVT(AERHIZEIBTEEI, CNITL
D, F-LAlE. 7HI> K VPC, U==3>, SNy, RDSREDIZI Ry NEIYES T U, 1
Br—4 (BET 4. ITFATOAREIOMRT —F1RE) NECTFFEIN, LEBENTWVS
N LDRGRRETEDLIICIRDET,

COEBEX. VSO RADISZARNIIFY—%RIRETZRDDA-T>Y-RY—-ILTHBCloud
CustodianZR—=R(CLTHD. AWSTHDI> NTHEIT 2DV —-XET7Y N BLURIY-RETT
STINCO-ITYTENZIRTOT Y NeUTILEA LAY 3R— RTRRUEYD . IRIEDER
RREIBIET 2L T REFABBENFIET DY -ERCEBLIBAZT, BEEIREES
TENTEFT,

xxxxxxxxxxxx Q
Al Activity

: Thbar 18201 t 183908 |
© @ LogoedinvithoutUsing ~ Logged in without Using MFA
PO —

eeeeeeeee

nnnnnnnnnnnnnnnnnnnn

Sysdig Tl&. FAWSYUY -2 TOS1IMIFHUTRUILA S TBET, WIS I D ELHERTEE
9, Sysdigld. DS AFTLNBOT—HEFIC, ZFAWSTHD> MO Ty MBI UDFET 2L
T 39 RROIRTOY—ERCRETB1DD{EFE T EME—DIBIRIE | 2 /ERRLE T .

TyNEIR(L, BRI TS TV ACBIIPEBRERTY . 757 NRIBEIE THONDIEMT
T, SRTEPEEAFEF CBIMRIN I BEFATEETY, Sysdigld. PCI-DSSTNIST 800-53M
H4 R4 >AWSIRIEDT7 2y NMCIvE I U, fREERIICF Y2 I 2L T, SRENTNSD
BFEDID T4 7 AORHAHDEMZ L TORWSELE 75— MRITUE T,

SysdigD1—H'—(3. 1A NBIBETIRHEEINZIRNTDT —HZHAIA X TEBIH. AR~
B0 BB 2 F 8 TITHONEMENRANUE T, Sysdig Secure(dKubernetes®795/E

FTAICEATBEET 20T AR T BIeh. - —(FAWSYR—T RISORG—E2D+1
UTAARD REAEATU T, D—I0— RTRIMEE TV SN2 SDRCEBEE TEDLICADET .
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https://cloudcustodian.io/
https://cloudcustodian.io/

DSIRLYISANSIFP—TI YV H4 NLAY NS

TATITATAETICRAER (IAM) OFREIRF, 75T R +1UT4(CHEF RO —AREIRER
SFREDIDTY ., 7TICRAFIEC 7 VA AINEETI T REE(CEHAINTRECT It
AENZEIREEN®DDET . TORER. RIBRNTOSTINA—TADMFELEL, HET —HHR
FBOEEMENHDET .

DSIRON—-Zw> 3> )% IET B, V5T RF—AECloud Infrastructure
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https://sysdig.com/learn-cloud-native/cloud-security/cloud-security-posture-management/
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CIEM

Total Permissions Usage Users Avg Permissions Per Policy ] Avg Policies Per User
uver polc erage #of
Account Average Account Average
059797578166 6285 - 059797578166 151 —
m Used 862 ® Inacive 808 AIEII0TE 05— amsnziozs 221 —
iG3uen Giote2e0 W haie SIS BasISI661675 14742 emm— 845151661675 155 —
N y
Policies with Unused Permissions o Users & Roles with Unused Permissions 3
! i b most unused
Policy Account Unused Permiss User Account Unused Permiss
AdrministratorAccess ansTIsionrs 10467 — abaferr Ba5151661675 10470 —
Adminccess anszozzs 10452 507975 10470 —
AdminAccess 845151661675 10440 — marinasegal 84151661675 10470 —
10349 e 10470 —
ReadOnlyAccess anszonrs 3630 — carlos rila sas1s1661675 10470 —
S3 Buckets Lambdas
367 s 197 . e

Total

Sysdig Secureld., F52NI57 RIERE EIRICHEBRIERZ DI B ET. IAMDERTEZTY
ETEEI., COV1—33o% @58, [MEB+DR HEREBHIRER)S —ZIRMETERLICR
NET, CORIS—EFESIET. RIMER 7T AZ D TEIBU TEMBTERLIICRDET,

CIEM > AWS Policies

AWS Policy

Account

Unused %

Unused Permissions £

AmazonS3FullAccess X
AdministratorAccess 411571310278 oo [ oo
AdminAccess 4571310278 s (GG o2 1
Policy
AdminAccess 845151661675 oos (R o+
{ viho
AdministratorAccess 845151661675 oo (N o3+ 1 "Version': "2012-10-17",
"Statement”: [
ReadOnlyAccess 411571310278 oo ([ s 3
*Effect”: "Allow’,
SecurityAudit 059797578166 9% - 1651 1 "Action”: [
SecurityAudit 845151661675 B -
y Recommended for Policy: AmazonS3FullAccess
SecurityAudit 411571310278
(® Suggested Policy is based on activity of all users using this policy. Computed 6 hours ago. Policy suggestion decreases permissions given from 143 to -208.
developer-policy 059797578166
Current Policy Suggested Policy
aws-opsworks-service.. 845151661675 ( ‘ge { -He
*Version®: '2012-10-17", “Version®: '2012-10-17",
ubernetes 845151661675 “Statement®: [ “Statement®: [
{ {
kubernetes-master 845151661675 “Effect”: "Allow", “Effect”: "Allow",
Action": [ "Action”: [
AmazonEC2FullAccess 845151661675 "s3:x", “config:describedeliverychannels”,
*s3-object-lanbda:*" *s3:getbucketacl’,
qainstallerposigres-.. 059797578166 . *s3:getbucketlogging”,
“Resource” : [ *s3:getbucketnotification”,
Khresearchdenkins1-.. 059797578166 « *53:getbucketpublicaccessblock” ,
] *s3:getbuckettagging”,
lorite-okd4-jenkins-9-. 059797578166 } "s3:getbucketwebsite”
1 1
dimonocpa-hnt69-ma.. 059797578166 ) “Resource”: [
1
}
1
}
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HHIBFTEEY,
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NTVBIRTOVY—-ADBRRIBEEHERMRINE T,
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Sysdigld, TF1)714F—APDevOpsF—ADR=NS, FHACIATFANISUER TS
BRICBET 21> YA MRt I 23N BEBEZIBE I BCE T AT 7 RER)S — 0BT 2
FRIEL. BEERMNRES R Ay MIRELET . cNE. BEMEENAETEERER I LN
TEBSH. TF VT F - AL TEIFI AR RBVEZEERO>TVET,

fé‘skskE AWS Foundations Benchmark

intid | 513680393384 Region | Us-east-1 valuation Date | March 4, 2021 455 PM © Download CSV
Type ‘Aws_foundations_bench-1.3 980 *
% 1630 26 —
Schedule Daily 1656 Total Resources
of Resources Pass  Resources Passing esources Failing

Summary
© Remediation Procedure
~ Identity and Access Management

© 1.4 Ensure no root user account access key exists el 1

Perform the following to create an IAM group and assign a policy to it ~ D
1 1. Sign in to the AWS Management Console and open the IAM console at
https://console. aws.amazon. com/iam/

2. In the navigation pane, click Groups and then click Create New Group

© 1.5 Ensure MFAs enabled for the ‘root user’ account

© 1.6 Ensure hardware MFA is enabled for the 'root user acc..  Level 2

3. In the Group Name box, type the name of the group and then click Next
Step
el1 4. In the list of policies, select the check box for each policy that you
want to apply to all members of the group. Then click Next Step

5. Click Create Group

1.7 Eliminate use of the root user for administrative and dai

evel 1
© 1.8 Ensure 1AM password policy requires minimum length

1.9 Ensure IAM password policy prevents password reuse el

© 110 Ensure multi-factor authentication (MFA) is enabled for .. Level 1
Perform the following to add a user to a given group
1. Sign in to the AWS Management Console and open the IAM console at
https://console. aws.amazon. com/iam/
2. In the navigation pane, click Groups
evel 1 3. Select the group to add a user to
4. Click Add Users To Group
5. Select the users to be added to the group
evel1 6. Click Add Users

© 112 Ensure credentials unused for 90 days or greater are di el 1

© 114 Ensure access keys are rotated every 90 days or less

© 115 Ensure IAM Users Receive Permissions Only Through G 11

© 116 Ensure IAM policies that allow full ** administrative pri

© 117 Ensure a support role has been created to manage inci

Perform the following to remove a direct association between a user and
policy
1. Sign in to the AWS Management Console and open the IAM console a
vel 1 https://console. aws.amazon. com/iam/
2. In the left navigation pane, click on Users
3. For each user
© 31 Ensure CloudTrailis enabled i all regions Level 1 Select the user
Click on the Permissions tab
Expand Permissions policies
© 34 Ensure CloudTrailtrails are integrated with CloudWatch... ~Level 1 i Click X)for each policy; then click Detach or Remove (depending on
policy type:

119 Ensure that all the expired SSL/TLS certificates stored |

L
L
L
L
L
L
L
L

© 113 Ensure there is only one active access key available for .. Level 1
L
L
L
L
Level 1
L

© 120 Ensure that 3 Buckets are configured with Block publi

<

Logging

© 32 Ensure CloudTraillog file validation is enabled Level2

© 35 Ensure AWS Config is enabled in all regions Level 1

AWS CloudTraild 05 £ FIFIL o B Bitf4T

AWS CloudTrailld. AWSERIROANTF Y RAET> TS5 7 ABAZ R REICS 2RA T4 T —EX
TY, 1-H—. O-)l. FFAWSH-EZDT7I>3a>(4. CloudTrail DA > heLTOY (CEEFRE
N9, cNIC(E. AWS Management Console, AWS Command Line Interface. 8LUAWS
SDKEAPINDGSWZEENZENET

AWSH =T BHE

CloudTrail"SFIFETE3A/ARY MBI, TF1VFT1 . VY-AZEDEH. HLURST)L
> 1-T12I%EFRIELET . CloudTrail MR T 21BEHEERLT. AWSTHDUY NOERER
TI74ET1%RFU. BREDWFENS TN 1-FT1 2P %R TELY . CloudTrailzfE5¢ .
AWSUY =20t F 1T ZBN T THIY MDTHTAETARIBIL CHIS TE3LICR0FT,

FIe. AWS GuardDutyZiE I 3ZEBTEET . TN AWSDD—70—-R, 7HD> b~ APIO—
W SNy NRIFENT —H(CHB 2B EHDEE P RE R ENF2 BRI 2BRMRI Y -
ATY., ZOY—ER(&, CloudTrail DEEEDVICEDE, tH+1U71 LORIREZRIE T DLOBE
BINERERELET,
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Sysdigld. A—T>Y—ZDFalcoBBAREICE I EI}MBF 1T/ — IV EfZERIBTLT.
CloudTrailf "> hOFHMZU T IL71A ATEEME T BEVIERBEZAFRUE T, Falcold, I>TFH
KubernetesiRIBEARTEBRZIRINT DI VERIVEDTY,

Sysdig& CloudTrail DfEEI(CLD . BRIGRESNIIRYS —2ERLED, FEALRWTIT1ET ¢
(75— NI eI BE ORI Z/ERMR LD TEE T, 100 EDIZ1=71FED, I<IfFEZ
dFalcoll—ILOBIEHIR Y NEERTZET. BEEEIFITEE T, &5(C. DevOpsetzF1Y
T4F—Ald. AWSIRIBZEEN 2L, AWS Security Hub TIEIZEA N> MR T BCET. W
RIGABERZEZENTEET,

Sysdig Secureld. —EFHTEIBEIRTDITIRT AT MDIAM, RDS. EC2. Redshift. VPC
REDHY—-ERICDVT, BHULWIZD RDTEBN AN MR CARAI UL R— NUET . TDE
Af%Z T ERICRUET

o RERIAMPITAETAOEEMERZELIFET .
o FHALROLEIMELUE— N TOI-REITHRUVND, TOTRAOERITNI—>%A&ENT 3,
o JLFTIIvIOEE, 1 CEBOREWVILT  IVILOEIERDIL TS v EET,
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o BRIULAVBIROBLICIIMEET —IDRBEZFET 5.
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High Med Low Info

Triggered FriMar 19 2021 at 1:58:48 PM | 4 hours ago X
CloudWatch Delete Log Group Delete Bucket Poli
elete Bucket Policy

): 166dd9fe75ea222c4946710b40e9a8%
Schedule Key Deletion
Policy & Triggered Rules
CloudTrail Trail Deleted name Delete Bucket Policy

ruleType AWS CloudTrail

Delete Cluster
ruleName Delete Bucket Policy
Delete Subnet The policy of a specified bucket has been deleted. (requ
esting user=arn:aws:iam::845151661675:user/alvaro.iradie

zonaws.com, AWS regio
anning-cloudtrailsta

Delete Subnet

cloud

Delete Subnet
aws

Delete Subnet aws_s3

mitre_TAD005-defense-evasion

Delete Bucket Polic)
¥ mitre_T1070-indicator-removal-on-host

CloudWatch Delete Log Group

Mar 18, 5:57:57 pm - Mar 19, 5:57:57 pm Last1day ~ 10M 1H 6H 12H 1D 30 |4 @ (" Lve
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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EXA 2 RA> 2B BRI TV NEINZIEIEI 2 L TEETY,

AWSH =T BHHE

AWSTI(&, O XRIR AR NE@EU T AWSUY =207 T —3 3> OB RYA L A BEARER
S92 —EZT Amazon CloudWatch JZi24U TWE T,

CloudWatch(&. 7T —33> DB, S AT LAEHEOINTA—I DV ZAZAEADI G, VY —ZF
Fo&miEt. BEERR RO — REFZEBILHDT —HEEANIRA P A MiHUET,
04 XNIR AR MO TEERB LERT —5%UNEL. AWSUY R, 7TUT—23>, B&
UAWSEAS T — - L TEITEINZH -EXDMEE1—%IRHEUE T . CloudWatch(d.
BENOEEREMERZIRANU. 75— L%&KTEL. OJEXNIZZ WA TERILL. BEMEENn
127923 % RTUET . SH(CE. BRED NI 1—FT1 I %TIEN. 7 IVT—23 %A L—
R(FRBEEBI2HD1 YA Ml UE T,

FIz. Prometheus®X M) Z%CloudWatchTUNETZE T, 7T —2a>0ONTA—-Y > RK
TREELLOTGERCELRU. NI 1—T129%1TV\ 75— MeRITIBTEHRIBETY
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TT(—TReIfR 2B ICIRMELE T . Prometheus®DXNAZ(CHIZ T, 5% R{2Kubernetes
DITFANCBARERBROIZT LAO-IVhB 185N 2E DT —%ZERI3ET. Bz
SOMRICARTEE T, Sysdig MonitorzfESE, /\( TUYRBLURILFIZIREZAUS T D=
DICF— LB TT—A%H—I B LT BADEBRETEBLIICRDET,

Sysdig Monitor(d. Prometheus®DA—T> X945 - ROF R ZIBRITERL I5IRF—
L©RBOERI AT LAZREERIZ2EEZEMOREIR. AT-5TIBIYR-TRED
PrometheusY —E 222t UF 9, Sysdig Monitor(d. PrometheusEsfR#iE O E EIFRANL &
AZIBEIRMEITZEIN. BAGKEINLYYS IR— Re75— MR HUE T,

Prometheus Query Language (PromQL) ¢&PromQL Explorerd®HR—b Sysdigld, 7I)%
EARUTEITRAIIERE (MTTD) ZiEHEI3edlc. XRIREDMEFEZEIRIELET . E5IC,
PromQLSA T3V}, BSRIZ1ZF MBS ARDHBIIVEZFER L. KH(CEBERIBRICTIEX
IRIHDFLWITEZFENDIAEIIEET .
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https://prometheus.io/

Kubernetes& 17 FESHR

Sysdig&FIFIBET. VTTRF—LAlE, V55—, BA, X—LAR-R, D-Y0-ROI-ILF
DI PN EEOEENTS— M BEMEENTA - ADF M EHREZIEBENTEET ., I35
R&Kubernetes®I>TFANTRILENTI>TF 7 ITAETA(CI T BT 14— TRBIRIEC LD,
F-AFITTEROEMIEEIRTEET, CNICED. ROZENTIEE(CRDETD,

o AVIFANIIFv— B—ER PIVT—23> %5 ICRIRMEL. B\ TA-X A% 8
I3,

e KubernetesDA—4 AL —23> 2> FFAMERU TSR -DERIRLZ B HRILT 3.
o IDFTFEIFVROIDTHFANERUT. BEIEFROTHDA—F —ZBIEICHFET B,

o BRIR)Y-ZAEHEL TVWBPodZIFEL. Fr/\3T1DHIRZEIR I 2,

o VIVT—23>DA- AT U TEMFZESRL. FHIRBEREZINHI TS,

o J3ARF-EDSTIRE TV S T2 mRBEL I BIEICED. TXAMZHIIRT 3.

EKS Services Dashboard @ Yr @ AddPanel
Team Scope Edit Scope
No. of Deploy.. No. of Replica ... No. of Pods No. of Services No. of nodes No. of Contain..
86 v v 91 10
84 147.57 182.48 -
Nochange compared 1 week T e T e S G e 1 week 1 week 40.40 comparedio 1 weekago
to ago o ago o
Containers per Hosts Response Time by Service

. 19 13,10:4000 AM vt
.
.

B ip1722046222 17
Wip1722054228 17 e B ip10001.  1365ms
B ip-172:20-42-99 15 oaas Toam 1015 10:30 B ip172:204. 1171 ms

- ug 13,10:40: value
avglavg st

25 1555

s W B okedemo-..  8439ms

W ip172205.  1844ms

Slowest Resources Top Namespaces (container count)

Host Capacity Utilization Top Resources (request count)

© 9:40 am-10:40 am Last 1 hour (1 minute intervals) UTC 1M 10M 1H 6H 12H 1D 2W 14 0 \/ Live
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Sysdig Monitor Tl JROZENBIRET T,

o 7TV —23a>0u] AL EF VT (CRETBMERTEIME—DIBIRIRICLD, 1> HARET
OEFEZFEHEL . F—AFRIEZRURCARBR T DL,

o DT FOFMBERIEL. Kubernetest 757 RO FHAMIEIVWZEDHN VX NI
&0, 7TV =232 TA-X > 2% Lt B URICARRI DL,

o IIAEZ RV IR—REFERUT, V59 RY—EX T-IR—-Z, BLVAWSIREDZ O
OEBEIVR—FLIMANIREERRITZL,

o TFIVFTAAITOMI—TF-AOY-—ERIRMRICES X2 EXEH TR,

o F—/A.SSO. RBACRRE, IA—T54 XTI — ROTICAHIHZERS AT AISERI 3L
T URIZARR I BT,

e Prometheus £PromQLOTEEREIRMEICED, V50 RAT — ) CEIFORRBEENDIRERE
BdalE.

o PrometheusEADIVZAR—45—. Hw>ah—R, 75— efERLT. BEO7 )T —3300
H—ERCEERZILERE T BL,

o PromCat.ioh2#t g BKubernetes S5 hJA—APIZI REXAT4TH—EZ@EIFD. FHIE. X
Z1b. YR—- NNEEZAVIFRERERTZL T, ORRICEEEESHDE .

Explore

[@ Kubernetes Service Golden Signals + iX

Scope: kubernetes.namespace.name = 'sock-shop

Response Time per Service Request Rate per Service Error Rate (4xx/5xx) per Service
NS oo/ oo\ SN st s & PSS
0455 05 PM 0455 05 PM 0455 05 PM

Slowest Endpoints Most Requested Endpoints Endpoints with most error rates

My Services

kubernetes.deployment.name net http.request.time ns net http.request.count /s nethttp.error.count /s - net http.statusCode
sock-shop-front-end 0 126 30 200,201,202, 500
sock-shop-loadgenerator 0 99 1.5 200,201,202, 500

sock-shop-carts 0 12 1.0 201,202,500

LIVE: 5:04:40 pm - 5:04:50 pm (10S) ~ PDT 10S 5M 10M 1H 6H 1D 2W CUSTOM T - ZoOM2x +
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https://sysdig.com/blog/golden-signals-kubernetes/
https://sysdig.com/blog/golden-signals-kubernetes/
https://sysdig.com/blog/cloud-scale-prometheus/
http://promcat.io/
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TY, I2H-T54 XI5 ADPrometheusEZAU I DIedDA—T>Y—-Z2DVY -2 HhH0T TH
ZPromcat.ioh's, AWSH—EZBDISEkENzPrometheus I AR—45—, Hv> 1R—R, 75—
N EEERIL—IUICRET 2. BRESNLARS NIAFIFETEE Y,

RE1XD NMCLBIRIEBEH DY R— MHBTET. PrometheusiiEDRAB LA TV RCE
PIRREORBIZEIRL. FOBRIOFS HZEITEET AWSEDFTEEDHFIELTIE. AWS
Fargate. AWS Lambda. AWS Application Load Balancer (AWS ALB) . AWS Elastic Load
Balancer (AWS ELB) . Amazon Simple Storage Service (Amazon S3)DHR— M\ZE(FENE
ER

AWS Fargate Cluster Overview @ Yr @ AddPanel
Team Scope Edit Scope
Pending tasks Running (a|sks CPU utilization Memory utilization

Desired las1ks

Task by Service

Aug 21, 11:00:00 AM

Aug 21, 11:00:00 AM value

Storage read / write

Aug 21,11:00:00 AM

ad service: fargate-redis

rage wite service: fargate-redis

@®© Aug 20,11:00 pm - Aug 21,11:00 am Last 12 hours (10 minute intervals) utc SM 10M 1H 6H 12H 1D 2W 14 o ( Lve

H—EZ2AYS 1 OB

RA1IO0Y—-EADERZ LOZIZEMHN DB Z(CTB0IC. Istio. Linkerd. AWS App Meshi2E
DY —-EAXYS1Y)1—-2a 0 A7 F EICHEBEINEI(I0Y -EARBORDOPERDHE
RREREBOTVET, H—EXAY>1d. Y—EXOFR. 25, O-RNZ>3>27, IBS1E. b
L—RARREDKEEECED. T HEEINEIAI0Y —EXAZ LDRIEREY(CRARIRICEIT. BIE. B
HIBE2ZIELET,
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AWS App Meshl(d. ECS. EKS. FargateDzesDIYR— RY—EAXYS 1 T5YNIA—- LTI,
AWS ETEMES DY 170 —CROERLHIEHZESH(CLET . App Meshld. X(70Y—-EXD
BIESEEZEELL, I-Y—(CIORY-IY ROBEERIREL. 7T —23a>05an B4
REELET , - REETIZELK 7IUT—23> A0 I0Y —EXR D IR TOBEE(CHU
T, B—E1—-EHIHOMRA, > MeiettiUET

AWS App Mesh(d, A—T>Y—2DEnvoy O+ EHALTHD. X(I/0Y-EX=ER I3
BDAWS Partner Network (APN) PoA—T>Y—-20OY—ILEMRILCEREZIF>TVETD,

Sysdigh“iEhN I BH%HE

SysdigldAWS App MeshzHR— ML THD, AWST>FFH—EX ETEMETBVAIO05—ERD
NIA— > 2%EB(CRIARIEL. T 1T TOT7/ Y —EAXYS 120 # S BICEEM
([CIBETERLIICRDFET , SysdigzFIFITBET. AWS App Mesh®1—H—(3, H—EAXY
2ADNTA=XI D AZEAR T BRI TR AV IZANIIFv—2 DN TA =X VAR F1UT1D
B2 R I BENTE, DT HEUERRICESRZHiHE 522 ENTEET,

Sysdigld. Envoy O+ > MPrometheusI> RiRkA> MBS BEENCANIIZZRILAEST TS
HEBEICLD. AWS App MeshDESfRZRIELET . CNUCKD. TRZE(FEnvoyhNSDXNIIRZE
PICYNEL., Z2EZFL, oJRIETEET . INEINTZT—4(3. Sysdigh'Kubernetesz =3 1>
THAYVIZARNSOFv—2AENBUNEL TIYFIE IR RBREDANIIZRANRY N —FEEE
(CEHEATFBRENTEET,

ADTFIAVISIYIEAS ST Y M

BN TN 1-F12T0EFIVTA1 ST FOER D ZITIMR. BERRERED LD
(F T FHIIREN B ERE BN INTHATLUESIETY

EKS. ECS. FargateD&5RI>FFYY1-33>TlE COLSBIENREICRIDET . I>FTF (&
J—RREIT® N, B—CRERT - 7YT/ 2T =IO MTON DT 222 N HIBRE
NJ2EN'HBOFT . RIEDIRAREZFEL. ZORBENBEDHSEENSHDIEDBON, €
NEET7IVT -3 OFREIABONE R TERLICTIHENHDFT,

CloudWatch(@07. XRIR AR MERL T > YA beigHUE I 2NEEIKIT>TTD
NITN21-F1> ) OIDIHEERENTEO TREHVER A 1T HEIFIBBI BB ZFFOTVD
e AT FNBROTRICEFIVTAA ST Y NN E DI B LIFREETT
RABNEOLFIRZEOLIICBIRT 0N ? WERFEDLICTILALLON ? EOLIBFE
W&oz ? VDI AV AR=ILENOh ? T-AERELIZON ? WEFECETRALZD
h?
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SysdigDActivity Audit(d. 1>>7> M itZzduRI{EL. EKS. ECS. FargateDESEZAJBE(CL
F9, Sysdigld. RTINSOV R RYNT =9 AT AN —ADT7I74EFT1%FvTF—LT
BIEASF 2728, SOCF — AFEINEE Tz ONEAFE TEET, SysdigFr I Fr—2fEATBE.
ERENETOtR, Ry NT—356. T7AIVS AT LADTITAETARE, IRTOISTFTIT4
EF4Z ML AN TERERTE B, F— AL IOTHHRIEETEANRY M EEM(CIBARL
Je_ET. Kubernetes JAL > 2w EHETERLIICRDFET,

R it

Activity Audit

Deployments and Pods

Entire Infrastructure
> admission (0)
> cloud-connector (0)
> cryptomining-demo (0)

> example-go-app (0)

oemd X net X kubeexec X file X

P P P
> examplejava-app (0) . o oo o2 0430 ot onds
> example-voting-app (0) © Download JSON
> exporters-test (0) Time Data Source Details
> grafana-sysdig (0)
g vsdio (0) Load Newer

> istio-bookinfo (0)

Jul 02, 4:46:53 AM cmd comm java cmdline java -Dsdjagent jar le6 cwd / uid 1
> istio-flasknginx (0) v ([ eme ] comm v crcine java-0sg g !
> istio-system (0) Jul 02, 4:39:33 AM cmd comm java cmdine java -Dsdjagent loadjnilibrary="false -jar /tmp/sdjagent jar getVMHandle 6 cwd / uid 1
> jenkins (0) Jul 02, 4:31:11 AM cmd comm java cmdiine java-Dsdjagent. jar getVMHandle 6 cwd / uid 1
> kube-system (0)

Jul 02, 4:30:18 AM emd comm sh cmdline sh cwd /var/www/html/ uid 33 pid 31327 ppid 31321 shellid 31327
> monitoring (0)

Jul 02, 43018 AM cmd comm su cmdline su-s /bin/sh www-data cwd /var/www/html/ uid 33 pid 31327 ppid 31321 shelli
> nginx-crashloop (0)
> null(0) = Jul02,43017AM | kubeexec | username johndoe sourcelp 172.20.2.145 command sh name store-frontend-ping-php-7588976944-dbo
> sensitive-info-exfiliration (3) Jul 02, 423:07 AM cmd comm java cmdline java -Dsdjagent loadjnilibrary=false -jar /tmp/sdjagent jar getVMHandle 7 cwd / uid 1
> sock-shop (0)

Jul 02, 42307 AM emd comm java cmdine Java -Dsdjagentloadjnilibrary=false -Jar /tmp/sdjagent jar getVMHandle 7 cwd / uid 1
> suspicious-network-tool (3115)

Jul 02, 418:54 AM [ emd comm shred cmdline shred -f /var/www/.bash_history cwd /var/www/html/ uid 33 pid 7868 ppid 678.

@© 4:03am-4:48am 45 minutes 10M 1H 6H 1D 3D I« »l

SN 3,008

SEULIF. SysdigDActivity AuditZ{fEolcKubernetesTD1> 37> M iE B RSN,

Sysdigld. 75—rFv> 2RI AWS SNS. FZESIEMIGBRZEMSELET . cNnlcEh, 7 FHIR
BEAROTF1UT/(CRETRABZENL. TF1)T1 75— MRREBIEUD, AWSTHT A
2EOITIATOAF v BBNEUIEDTEET, Sysdig Securet Falcod™ 5 hFireLens%
JBU TCloudwatch(CAARY MIX(ET B, EKS & ECS_EDFalcob AWS Firelens(C k<)L
FHI29-tF1UT4(CREN%ENTY,

SysdigZHFIBL T, TF1VT4F— AlFPodADEREZAHRL . AWSDI>TF AN EIEY
B3 AT LT ITAETAZBIERIBETIAL VDY) TEEF T

Sysdigh'teft s HH4aE

HHRIAL S TYILR—MCLD, TFIVTHRE DR AR IRV, HUADBIEN
TEEY,
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https://sysdig.com/blog/cloud-native-incident-response/
https://sysdig.com/blog/multi-cluster-security-firelens/
https://sysdig.com/blog/multi-cluster-security-firelens/
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o FHARTITAETARRERICLD, MRl TR ICHIRT T 2SR >3 T > M.
BEEEINCED, TPV TIT74ET4 RYNT=HI85D49%9, 7TV —23>T0ORI)L, IR
R, OJ. AR IRE BABIITONEFIERZEECBIRTEEI, CNLD, T-FRE.
STIWAL=TAIMREDAI>IT Y M AT BENTE, MRREIHESEOBAEOE{EH
AJEE(CRDE T,

o ARBERBINOIDTH(CRIIZHEED . TNITLD, EKS, ECS. Ffz(dFargate1>FFHE
TENRBIIHBETE, AL SYIFY T Fv—%2 DU, INTOIRTLATIT1ET1 =B
IHTEFET,

€©)sysdig Inspect  Terminal shell in container (199).scap

A Overview
VIEWS GENERAL FILE NETWORK NETWORK APPS SECURITY PERFORMANCE LOGS INFRASTRUCTURE
Sysdig Secure File Bytes In+Out Net Bytes In+Out DNS Bytes Executed Commands HTTP Requests App Log Messages Docker Events
Connections
Notifications
Containers 1 31 M 2782 K 14K 53 7 117 3
Directories ———————
Running Processes file Bytes In Net Bytes In HTTPS Bytes Executed Interactive HTTP Errors Container Exec
Errors Commands Created Events
Files 116 25M 150.2 K 112.8 K 6 2 1
/0 by Type 2
unning Containers File Bytes Out Net Bytes Out statsd Bytes Setns Invocations File Open Errors Container exec_die
Page Faults
31 5235K 1280 K 13 5 324 1
Port bindings
Processes System Calls Accessed Files Active Network HTTP Bytes Deleted Files Fork Count Container Exec
Connections Started Events
Processes CPU
46.4 K 382 30 22K 159 183 1
Processes Errors
< Modified Files New Outbound redis Bytes Slow File /0 calls
erver Ports
Connections +)
Slow File 110 " 57 'I O 76 4
Spy Users
New Inbound mongodb Bytes Slow File /O calls
System Calls Connections. (10ms+)
_ 12 724K 2
) =
VOSTREAMS  SYSCALLS
duration: 1585
O© Time 52 RESET 9475 11055

Yoot
HITP Requests
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HEEZEU T, KDENTEEZER

Sysdigt AWSIZRED/{— N —2vTZ2BLTHD. MitEIREZECT. 9-7J0-285(C
BATU. AWSTIO T RIS RS —EZD E(CHBREINET TVT —2a BT TERLIICTIE
UTWEY, SysdigzF|FI 3 LT, RZEEIIV RN GBI bENcEEZ B TEALI(CRDFE
9, IRD5, TURBFFELARME, MEHNREH. ESRIETV/O0S-DERDIEKR. EARIX
ROZBIANDII G, 1—H—. T4, VY- ADRECKLERUF VT EAREREZEIR TEE
9,

Sysdig Secureld. AWSOEEHBEETINO—EP=HERFI 2% T]EEICT . BIRFN D EIEH
BRI REF 1T 2IRMEUE T, Sysdig Secure DevOps Platform(d. AWSI>FFHH—-EX
TI>7FI9-90-R%2ETI2DevOpsBLUIIST RF— LN, O-9J0—-(CtF1UF1Z A
. N ITA-XDRERTAMERIRIEL. T FEEERU. I TA T ABGRERETERLI(C
I9B2EDTY,

INBOREFIANT, Sysdigh'AWS Partner Network (APN) MDAWS Advanced Partner
ELT. A>FFHEFIUFT1. EZHUDY . DevOps®IET> S —ELTHR— ML TWREDTY,
H 4 DBEZR(E AWS ETHAWZT—I0—- R ZRICEITCERLICITEBIETT,

RRE. TovhIA—LER. X174 F—LWISTRT IV -3 %8RI ZMRCREEICE
HMRFNERSROEFIVTAEEZA T DAY - (VDD BDET , ROEE. CNBDLA 17—
ZEHNL. AWSI T FHH—EXD#EBEE . Sysdig Secure DevOps PlatformZz&FBEULTI> 77
KubernetesDtF1)7 4. I>T514T7> R, BatRESSICBIE T BECLZHBOF sz B LS
DT,

AYFFISYRNTA—L

T39RIA— I AWSYY1-33> Sysdig + AWSDXUw

Kubernetes Amazon Elastic Kubernetes t©F1UF4I>T54/ 7 ALEER %
Service (EKS) B#&MtL. 1>77F. Kubernetes.
DI REZILUTEITTERLIIC

LT,

H3IRI>TF AWS Elastic Container €F1VF(I>TSAT7OALER%E
Service (ECS) B#iMbL. 1>77F. Kubernetes.
D3I RELZIDUTEITTERLIIC

LET,

A>FFDrROHD  AWSTF—51k AWS FargateDtzF 151 {KHl.
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Amazon Linux 2.
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AWS Identity and Access

Management (IAM)

IAM Access Analyzer

ClairlC&dAmazon ECRD
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AWSDIER;

Amazon EC20tF1Y5¢
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CloudPipeline. Quay.
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AWS CloudTrail

CIS AWS Foundation
ROFI=Y

AWS GuardDuty
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Sysdig + AWSD X k

Sysdig SecureJ7M I AT LR
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(FIM) ZRLUR(CERU. T7M
PFALINADEDUNZEE (Y
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